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Applications:
* Health care
* Intrusion detection in cyber security

* Fraud detection R
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* We assume that there is an unknown joint distribution P over
X XY
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« We have a training set of M examples {x;, y;}_, € (X x Y)M
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* Loss function L(f (x),y): agreement between prediction f(x) and
desired output y.
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Loss function and risk minimization

* Loss function L(f (x),y): agreement between prediction f(x) and

desired output y.

e Common loss functions
are accuracy based

 Anomaly detection can
be presented as a binary
problem with N > P

* In anomaly detection,
we would rather look at
— Precision

— Recall
— Fﬁ score

1 Il 1 Il 1 1
-2 -1.5 -1 -0.5 0 05 1 15
hix)"ell

Example of different loss functions

2



Pitfall of the classification approach



Pitfall of the classification approach

* Experts often need to assess the potential anomalies

Machine learning ) FPotential an
model anomalies

Action (e.q.
blocking a
card)




Pitfall of the classification approach

* Experts often need to assess the potential anomalies

Machine learning ) FPotential an
model anomalies

Use another approach than classification: learning to rank

Action (e.q.
blocking a
card)
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Evaluation metrics for ranking

— B
1
* Average precision (AUCPR) Y — 1

P e .,
AP = P precision@k :
i=1

Burges 2010

AP is better suited to our problem. However, it is not
differentiable.
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Smooth approximation of AP

* Average precision

Z () < (%))
T PLyE I(f(xh><f(xl>)

* Sigmoid

1
1+ ea(f(xj)—f(xi))

1(FG) < £(x)) = = o (f(x) - F@)

with a a smoothing parameter

P
S & W ST GCORIICY),
- P i=1 Zli\l/l=1 U(f(xh) - f(xl))

Complexity : O(P X N)
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Smooth approximation of AP

* Average precision

z () < f(x))
T PLNN I(f(xh><f<xl>)

* Exponential

I(f(xi) < f(x])) < of ()= f Cx)

ZN_ ef(xn)
ef(xn)

—

1— 4P, =

h_

Pros: O(P + N)
Cons: Gradient explosion
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Stochastic gradient boosting

Why ?

* Optimizing in function space instead of parameter space
* Adaptive algorithm

* SGB prevents the gradients from exploding

Weak learners h are combined linearly:

fe(x) = fr_1(x) + arh(x)
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Stochastic gradient boosting

At iteration ¢ — 1 we find the residuals for all {xi}liwzl

| _OL(yy, fr—1(x))
9 = G

We find a model h; with its corresponding weight such that:
M

he = argminy, ) —g(x)h(x;)

=1

M
A = argminaz L(y;, fe—1(x;) + ah(x;))

1=1
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Datasets

#examples|Positives ratio|#Features
Pima 767 34%, 8
Breast cancer 286 30% 9
HIV 3,272 13.3% 8
Heart cleveland (4 vs all) 303 4.3% 13
w8a, 64000 3% 300
Fraud 2,000, 000 0.2% 40

Evaluation metrics:

— AUCROC

— Average precision

— Pos@Top, the number of positives before the first negative appears
— P@k, with k equal to the number of positive examples

Models for comparison

— GB-logistic (Friedman 2001)

— Rankboost (Freund et al 2003)
— LambdaMART-AP (Burges 2010)

— SGBAP




Results

Dataset Algorithm AUCROC AP Pos@Top | Pak
GB-Logistic 71.3% 3.9% 66.1%
RankBoost 72.8% 6.2% 65.9%
Pima LambdaMART-AP 73.4% 4.1% 65.6%
SGBAP 71.2% 5.8% 64.6%
GB-Logistic 50.9% 9.3% 44.6%
Breast RankBoost 48.4% 4.6% 46'3%
LambdaMART-AP 52.8% 8.6% 51.9%
caneer SGBAP 56% 10.2% | 49.8%
GB-Logistic 55.6% 3% 53.9%
RankBoost 54.6% 4% 53.1%
HIV LambdaMART-AP 42.9% 0.8% 48.7%
SGBAP 57.4% 5.4% 54.5%

GB-Logistic 16.4% 1.3% 10%

Heart Rankboost 1?.4% 1.5% 9.7%
eveland LambdaMART-AP 18. 1% 38% 13‘3%
SGBAP 21.9% 4.8% 20.2%
GB-Logistic 73.8% 5.3% 70.9%
RankBoost 76.5% 3.9% 72.7%

wia LambdaMART-AP — — —
SGBAP 83.5% 17.8% 79.7%
GB-Logistic 14.7% 0.09% 24.1%
RankBoost 15.6% 0.05% 24.5%
Fraud LambdaMART-AP — — —
SGBAP 17.5% 0.6% 32%




Results

Dataset Algorithm AUCROC AP Pos@Top | Pak
GB-Logistic 82.8% 71.3% 3.9% 66.1%
RankBoost 83.5% 72.8% 6.2% 65.9%
Pima LambdaMART-AP 81.8% 73.4% 4.1% 65.6%
SGBAP 82.8% 71.2% 5.8% 64.6%
GB-Logistic 68.2% 50.9% 9.3% 44.6%
Breast RankBoost 64.9% 48.4% 4.6% 46'3%
LambdaMART-AP 67.3% 52.8% 8.6% 51.9%
caneer SGBAP 71.2% 56% 10.2% | 49.8%
GB-Logistic 85.9% 55.6% 3% 53.9%
RankBoost 85.9% 54.6% 4% 53.1%
HIV LambdaMART-AP 82.2% 42.9% 0.8% 48.7%
SGBAP 86.6% 57.4% 5.4% 54.5%

GB-Logistic 75.4% 16.4% 1.3% 10%

Heart Rankboost 81.1% 17.4% 1.5% 9.7%
eveland LambdaMART-AP 72.7% 18.1% 38% 13'3%
SGBAP 77.9% 21.9% 4.8% 20.2%
GB-Logistic 95.4% 73.8% 5.3% 70.9%
RankBoost 97.1% 76.5% 3.9% 72.7%

wia LambdaMART-AP — — — —
SGBAP 97% 83.5% 17.8% 79.7%
GB-Logistic 88.1% 14.7% 0.09% 24.1%
RankBoost 88.3% 15.6% 0.05% 24.5%
Fraud LambdaMART-AP — — — —
SGBAP 68.8% 17.5% 0.6% 32%
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Conclusion

 We proposed a learning to rank approach for anomaly
detection problems

* One of our approximations is linear and can scale to big
datasets

* Asthe data are unbalanced, experiments show that our
method performs better in the top rank
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Perspectives

* Automatic decision threshold based on expert criteria
* Adaptation to online learning

 Open the proprietary dataset with an international data
science competition



Thank you for your attention



